COMPUTER SECURITY POLICIES
FOR USERS IN THE
UNITED STATES DISTRICT COURT
for the Northern District of Illinois

(Revised May 2014)

Introduction

This guide is to acquaint users with computer security practices that should be followed
by members of the Court. Users are the first and best line of protection from compromise of data
on Court systems. This plan has been adopted by the AO under IRM Bulletin 98-9 and Maria
Roth has been appointed as Computer Security Coordinator.

The United States Courts have experienced a dramatic increase in the use of computer
resources to provide and process information. These new technologies are increasing our
computer security risks.

User education and user policies are two critical components of risk management.
Personal computer users often do not recognize possible risks and they may not be aware of
measures that would minimize these risks. The following policies have been established in order
to avoid and address security risks, ultimately protecting the Judiciary-wide Data
Communications Network (DCN) and Northern District of Illinois networks and equipment.

These policies were written to provide users with a description of the security practices
required by this Court. The information contained in this publication is intended to:

raise awareness of computer security,

define the responsibilities of the user,

assist users in recognizing potential problems, and

provide guidance to the end user if a compromise in security is suspected.

Every Court employee will be required to sign the User Agreement (at the back of this
handbook) signifying their intention to adhere to these policies. If a need arises to create an
exemption to a part of these policies, that user must obtain the approval of their supervising
judicial officer or department manager and the Computer Systems Department (CSD). If the
exclusion is approved by both parties, any installation or setup procedures will be handled or
supervised by the CSD.

Overview of the Policies

Users are responsible for the appropriate use of their Court supplied PCs and for actions
taken with regard to work created on personal or Court supplied mobile devices.
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The DCN, Court networks, and other computer resources are designed to be used for
official Court business. Care must be taken to guard against unauthorized computer access to
Judiciary information and to make proper use of the District's computer resources.

Access to the Internet will be provided where needed for Court business. Each user and
each user's manager will need to exercise individual responsibility and judgment to ensure
acceptable and appropriate use of Internet services as described in the Policy on Internet/Intranet
Usage.

Users are expected to conduct themselves professionally and refrain from transmitting
documents or electronic mail which contains indecent or obscene materials, profanity, or any
form of discrimination or sexism.

The Judiciary's network bridges together administrative offices as well as all of the
appellant, district and bankruptcy courts and some of their divisional and remote offices. This
network is called the Data Communications Network or DCN. When you use Lotus Notes to
send e-mail outside of our district or when you use the Internet/Intranet, you are using the DCN.

Four separate, yet related, sets of policies are contained in this document:

Security

Internet/Intranet Usage

Electronic Mail

Hardware and Software Installation

Finally, a user agreement follows at the end of the document which itemizes the major
components of the policies. To affirm acceptance and compliance of the policies, all court staff
must sign the user agreement.

Policy on Security
Physical Security
Protecting Your Office Computer

Computers need protection from physical hazards to avoid damage to the computer or

loss of data. Users should protect equipment such as the computer unit, monitor, keyboard,

scanner, mouse and printer by taking the following measures:

Do not place liquids on or around the PC or keyboard and avoid dropping crumbs or any
foreign materials on the keyboard, mouse, or scanner.

Do not place non-removable stickers on the PC, monitor, keyboard, mouse, or scanner.
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Avoid exposure to excessive heat.

Protect the PC and keyboard from dirt and dust particularly when construction or other
dust-producing activities occur.

Do not place magnets (name tags, paperclip holders, etc.) on your computer equipment.

Avoid plugging heaters and other appliances into outlets that share the same circuit as
computer because some appliances may overload the circuit causing the computer to lose
power or incur damage.

Avoid areas susceptible to water damage.
Securing Notebook/Tablet Computers/iPhones and iPads (Mobile Devices)

Due to their compact size, mobile devices are particularly susceptible to theft. Take
measures to ensure that the mobile device is either within sight or stored in a secure location.
When traveling by car, place the mobile device in a secure location such as the trunk of your car
and avoid exposure to high heat. X-raying the mobile device, for instance, upon entering the
courthouse or traveling by air, will not damage the computer.

Keeping a Record of Borrowed Computer Equipment

If a mobile device, CD or other computer property is borrowed by a user, that user is
responsible for making sure that the CSD has written down the borrower's name along with the
date and equipment identification. The borrower will ensure that borrowed or assigned computer
equipment is physically secure at all times and that it is transported and used in the proper
environmental setting. Further, the borrower will help to ensure that the CSD or any other lender
of Court equipment has recorded the fact that the equipment was borrowed and will be returned
promptly. If a user borrows equipment without CSD knowledge, that person could forfeit their
right to borrow equipment for a specified amount of time to be determined by CSD.

Handling of External Storage Drives

All external storage drives (Flash Drive) which contain Court information should be
treated as sensitive. These Flash drives should be protected from dust, food, and extreme
temperatures. Also, it is important that they be stored in a secure location that is away from
magnetic fields, such as telephones, electrical appliances, and motors, to insure the integrity of
data. When entering the courthouse or other locations which employ security precautions, it is
recommended that users exercise caution when running Flash drives through the x-ray machine.
It is recommended that the drive be hand inspected by security personnel.

Software Security
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General Policy

Users may not attempt to gain access to network or local data for which they are not
specifically authorized, nor attempt to break into or "hack" any network or computer system.
Unauthorized access to information which is not related to an employee’s assigned duties may
result in disciplinary action.

Notify management and the CSD to report any contact with individuals in which illegal or
unauthorized access is sought to sensitive information or when a user becomes concerned that a
person may be the target of actual or attempted exploitation.

All telecommunications and automated information systems are subject to monitoring to
ensure proper functioning, to protect against improper or unauthorized use or access and to verify
the presence of applicable security features or procedures. Such monitoring may result in the
acquisition, recording, and analysis of all data being communicated, transmitted, or processed in
these systems by the user. If monitoring reveals possible evidence of criminal activity, such
evidence may be forwarded to law enforcement personnel. The CSD, the Seventh Circuit
Executive's Office and/or the Administrative Office of the U.S. Courts may be involved in such
monitoring.

Data Backups

Network Backups: The network servers are backed up each evening. If a file is
inadvertently deleted from a network drive by the user, the CSD may be able to recover the
document. In those instances, contact the CSD for assistance in determining if the document is
salvageable.

Networked Workstations: Local computer drives are not regularly backed up. Users
whose PCs are part of a network should not save important information on the local hard drive
(C: drive), as these drives may "crash" or be swapped out and replaced periodically in order to
provide users with updated applications. The CSD is not responsible for network users' data files
that are stored on a local drive. The user's network home directory (F:1) or group directory (G:\) is
the proper location for permanent storage for all files from networked PCs.

Standalone Workstations: The only situation where data should be stored on the C: drive
is for PCs or notebooks that are not connected to a network server. Users are then responsible for
backing up the data stored on the local drive of their computers (usually the C: drive). It's highly
recommended that each user copy changed local-drive data files to the network or a floppy each
day, as well as perform full backups periodically. Please contact the CSD for assistance.

Laptops/Tablets: Data integrity for non-networked laptops which have been assigned to
specific users should be handled in the same manner as the above section, "Standalone
Workstations." Users are not responsible for performing full backups on laptops checked out
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from a laptop "pool." However, any files created on the borrowed laptop should be copied to the
network or a Flash drivette and erased from the laptop before returning it to the laptop pool.

Software: Even though we have automatic network backups and most software products
provide safeguards such as automatic backup copies of files, sometimes you just can't be too
careful. Making temporary backup copies of files can be accomplished by copying files to a
external flash or hard drive, to the local hard drive or to a different folder on the network file
server. The best decision depends upon the user's particular situation.

Storage of Backup Disks: Backup drives should be clearly labeled, indicating the date of
backup, contents, and the method of backup. Drives should be placed in a secure location. That
location should provide for easy access to facilitate data recovery but placed away from the
primary workstation.

If you have questions concerning backups, please contact the CSD staff.
Network Access

The user is responsible for maintaining a reasonably secure workstation. It is very
important that you close all applications before you log off and leave for the day. Log out when
leaving the work area for extended periods.

Passwords

Protection of Passwords: Improper protection of passwords may allow individuals
unauthorized access to the DCN or Court data. Your password is the key to the information you
and others have stored on network drives. Passwords must be protected and must not be given to
anyone other than your supervisor or the CSD personnel as required for business and support
reasons. Passwords should never be provided to any outside party over the phone, by e-mail, or
by any other means. Persons attempting to gain unauthorized access to our system may
impersonate systems personnel, maintenance personnel, or even court officials and judicial
officers.

Changing Passwords: Passwords are initially assigned by the Network Administrators for
all staff upon hire. Users are required to change his or her password upon an initial login. The
criteria for a secure password is a minimum of 8 characters in which three of those characters are
an Upper Case Character (A-Z), a Number (0-9) and a special character (! @ #$ % ~ & *). In
cases where you have your passwords or others' passwords written down for emergency use, they
must be stored in a secure location such as a locked safe or locked desk drawer. Ensure that
someone "hunting” around your work area could not find out your password. If you think your
password has been compromised in any way, change the password immediately. If assistance is
required, contact the CSD.
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Privacy: Your user name and password are the keys to any system. Persons who try to
enter unauthorized systems can be expected to do anything to gain admittance. They sometimes
will call users claiming to be repair personnel and ask for your user name and password or talk to
ex-employees. Again, never give your password to anyone, except as required by your supervisor
or the CSD, and then only in conformance with these policies.

Viruses

A virus is an executable file that replicates itself and attaches to other executable
programs or macros in an unsolicited manner. A virus may be invisible to the user and do no
apparent damage beyond spreading to other Flash drives or files across the network. However, a
virus can also destroy data, damage data integrity, deny access to service, and spread problems to
other computers on the network.

The Judiciary has licensed Norton Anti-Virus for use on all computers including laptops.
It will scan files automatically, so once installed, there is no user action required to perform the

virus scanning. The CSD personnel must be contacted at the first suspicion of a virus.

Users should be able to identify the possible signs of a virus and identify what steps to take if a
virus is suspected.

Possible Signs of a Virus:

New filenames appear

Disk space mysteriously disappears

Files are corrupted

New dates appear

Files grow (without explanation)

Files are lost

Strange or unexpected messages appear on the monitor
Hard disk crashes

Memory capacity decreases

None of the above symptoms is conclusive of a virus but they are some ways that a virus
will exhibit itself.

What to do if you suspect a virus:

Stay calm.

Write down the error message or description of the problem and what you were doing
when you realized something was amiss.
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Stop using the potentially infected workstation and turn it off.

Contact the CSD immediately.

Once the virus is removed, stay alert for possible reinfection.

Scan any Flash drives used for possible infections.

Techniques for Avoiding Viruses: Be wary of files obtained from an outside source.
Ensure that all files are scanned for viruses after they are copied to your local or network hard
drive from sources such as the Internet, or an email attachment. All external storage drives that

leave the work area (e.g., for work at home) or are obtained from an outside source should be
scanned before being used in the workplace.

Network File Usage

As disk storage is not an unlimited resource, inappropriate use includes the storage of
personal pictures, movies and music files on network drives.

Policy on Internet/Intranet Usage

This policy describes the acceptable use of the public Internet network and the DCN and Court
intranets.

Internet Access
General Policy

1. Use of the public Internet network accessed via computer gateways owned or operated
on the behalf of the United States District Court for the Northern District of Illinois (“the
Court”) imposes certain responsibilities and obligations on Court employees and officials
("users") and is subject to Court policies and local, state and federal laws. Acceptable use is
always ethical and reflects honesty. It demonstrates respect for a) intellectual property, b)
ownership of information, c) system security mechanisms, and d) an individual's right to freedom
from harassment and unwarranted annoyance.

2. Internet usage provided by the Court may be subject to monitoring for security and/or
network management reasons. Users of these services are therefore advised of this potential
monitoring and agree to this practice. This monitoring may include the logging of which users
access what Internet resources and "sites." Users should further be advised that many external
Internet sites also log who accesses their resources and may make this information available to
third parties.
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3. By participating in the use of Internet systems provided by the Court, users agree to be
subject to and abide by this policy for their use. Willful violation of the principles and provisions
of this policy may result in disciplinary action.

Specific Provisions

1. Users will not utilize the Internet network for illegal, unlawful, or unethical purposes
or to support or assist such purposes. Examples of this would be the transmission of violent,
threatening, defrauding, obscene, or unlawful materials.

2. Users will not utilize the Internet network for the purpose of participating in sexually
oriented chat groups, visiting sexually explicit sites, or exchanging sexually explicit photographs,
email, or files.

3. Users will not utilize Internet network equipment for partisan political purposes or
commercial gain.

4. Users will not utilize the Internet network, e-mail or messaging services to harass,
intimidate or otherwise annoy another person.

5. Users will not utilize the Internet network to disrupt other users, services or
equipment. Disruptions include, but are not limited to, distribution of unsolicited advertising,
propagation of computer viruses, monopolizing and overloading networks with excessive high
volume traffic which that includes streaming music or videos that substantially hinders others in
their use of the network.

6. Occasional personal use of the public Internet system may be allowed and will be
treated similarly to “local telephone calls” ' and users will keep the use of the Internet system for
personal or non-public purposes to an absolute minimum. Users will exercise discretion in such
use and acknowledge that such use is monitored and traceable to the Court and to the individual
user. Personal Internet usage will be brief, limited, and must not disrupt productivity.

' IV. General Policy: Federal employees are permitted limited use of government office equipment for
personal needs if the use does not interfere with official business and involves minimal additional expense to the
government. Government office equipment including information technology includes but is not limited to: personal
computers and related peripheral equipment and software, telephones, Internet connectivity and access to Internet
services, and E-mail. This limited personal use of government office equipment should take place during the
employee’s non-work time. This privilege to use government office equipment for non-government purposes may be
revoked or limited at any time by department officials. The privilege does not extend to modifying such equipment,
including loading personal software or making configuration changes. From the Executive Branch Model
Policy/Guidance on “Limited Personal Use” of Government Office Equipment Including Information Technology -
Version 9, March 8, 1999
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7. Access to the Internet from any Northern District of Illinois site is restricted to the use
of the provided DCN Internet gateways. IRM Bulletin 97-19 states: “At its September 1997
session, the Judicial Conference approved a judiciary-wide policy regarding access to the Internet
from computers connected to the DCN. The policy requires access to the Internet be provided
only through national gateway connections approved by the Administrative Office pursuant to
procedures adopted by the Committee on Automation and Technology.”

8. Users will take precautions when receiving files via the Internet to protect Court
computer systems from computer viruses. Files received from the Internet should be scanned for
viruses using Court-approved virus scanning software as defined by Court policy.

9. Users will not download or run any executable programs without prior approval from
someone in the CSD. This includes, but is not limited to, any file with a file extension of .COM,
.EXE, .SCR or .ZIP that is received via the public Internet system, e-mail or other messaging
service.

10. Users will refrain from monopolizing system equipment, overloading networks with
excessive data, or wasting other resources.

11. Users will utilize the Internet network to access only files and data that are their own,
that are publicly available, or to which they have authorized access.

Internet E-mail

The Internet is an unsecured network and, as such, information and e-mail on the Internet
can be read and broadcast or published without the knowledge or consent of the author. Most
sites maintain records of all users or entities accessing their resources. These records may be
open to inspection and publication without the user's knowledge or consent. If the activity of the
user is other than official business, the publication of that activity could prove to be an
embarrassment for the user's court unit and the entire federal judiciary.

Internet e-mail traffic is subject to inspection by a variety of persons and mechanisms.
Authorized personnel on any node between the origin and destination of a message may have to
inspect message contents in order to dispatch stalled deliveries or resolve other failures. Users
should not expect the messages they send or receive via the Internet to be private.

Internet e-mail limitations:

Occasionally an Internet user's e-mail-reading software (Lotus Notes) will not be able to
handle attachments.

Delivery and delivery times are not guaranteed due to unpredictable intermediary systems
and network outages, slowdowns, and polling intervals.
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Some messages may not be delivered although the message was correctly addressed.

Receipt or non-receipt can only be confirmed through other positive means, not by
inference or assumption. The Lotus Notes “Receipt Requested” feature may not be
honored by systems on the Internet. Users should not rely on this feature for Internet
e-mail.

Delivery and response times on the Internet, as well as the DCN, are determined by traffic
and congestion on the network. Users should not rely on Internet e-mail for time-sensitive
communications or guaranteed delivery. For example, sending large files such as digital images
to a large number of recipients will delay other traffic and may overload the system causing
failures. Users are encouraged to use discretion when forwarding large e-mail messages to group
addresses or distribution lists.

Congestion on the network can be caused by the propagation of “chain letters” and
“broadcasting” of lengthy messages to lists or individuals. These uses also place a burden on the
shared data storage device of the e-mail post office.

Internet e-mail access grants users the ability to subscribe to a variety of e-mail
newsgroups, listservers, and other sources of information. These services are a potentially
valuable information tool for some e-mail users; but again, the potential for network congestion
is high. Users should be cautioned on the widespread use of mailing lists and listservers. In
general, low-volume business related lists will not be a problem.

Intranet Access

The Judiciary's Data Communications Network (DCN) maintains the intra-Judiciary
network where the Judiciary’s “Intranet” (J-Net) has web sites for many of the United States
Court Districts. Users will find AO and general Judiciary resource information, as well as links
to circuit, district, and unit web sites across the nation on the J-Net. The Intranet is protected
from the Internet through fire walled gateway sites yet precautions should be taken when
downloading files from anywhere to a PC/laptop.
Policy on Electronic Mail

The purpose of this policy is to provide a guide to proper practices with respect to
electronic mail usage in the Northern District of lllinois. Electronic mail originated in any
automated system application of the court is for official business purposes only.

Conduct

E-mail users are expected to conduct themselves in a professional manner and should
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refrain from using profanity, obscenities, threats or derogatory comments in any electronic
communication. Keep in mind at all times that an e-mail is easily copied or forwarded to anyone
without the sender's knowledge.

Electronic mail is not a forum for soliciting goods and services which are not directly
related to official business. Personal use of the Internet, if allowed, should be treated as a “local
telephone call” and users will keep usage to an absolute minimum. Users are reminded that
personal Internet usage will be brief, limited, and must not disrupt productivity. Refer to the
section entitled "Policy on Internet/Intranet Usage" for further guidance about Internet electronic
mail.

Attached files

Large file attachments should be used with discretion. Also note that the maximum
allowable size for file attachments during business hours is limited. Any file from an outside
source (i.e., AO, Internet, another Court) which is attached to an e-mail message must be scanned
for viruses before being used.

Maintenance

It is the user's responsibility to delete and archive old e-mail messages and empty their
trash and message log folders on a regular basis. The number of e-mail messages located in the
in-box, trash, and message log should not be excessive. Instructions for archiving and deleting
e-mail messages can be obtained from the Lotus Notes training guide, by looking in the Lotus
Notes on-line help facility, or by contacting the CSD.

Security

Each user is responsible for the security of his/her e-mail account, which means that
Lotus Notes logins and one’s messages must not be available to unauthorized users at any time.

When leaving the work area, Lotus Notes should be left minimized with the
password-protect option. Employees are not to read other employees’ e-mail without prior
permission.

Protect your passwords by changing them frequently. Do not share or repeatedly use the
same passwords. A person who gains access to your e-mail account will be able to read all of
your e-mail and may send messages to others in your name.

Policy on Hardware and Software Installation

Users' Hardware on U.S. Courts' PCs/Laptops/Printers
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Contact the CSD for all hardware requests, needs, and installation. Personal hardware
(e.g., an external CD ROM drive) may not be installed without consulting the CSD. Users may
bring in amplified speakers or headphones to use with those PCs that have sound cards if desired.
If there is a need for personal hardware to be loaded on Court equipment, users must first obtain
the approval of the employee’s supervising judicial officer or department manager and the CSD.
If it is approved, the installation will be handled by the CSD.

Users' Software on U.S. Courts' PC/Laptops

The CSD will maintain an inventory of software installed on all unit computers. All
computers are subject to inspection and scanning at any time to ensure that only authorized
software is installed.

Privately-Owned Software

Installation of employee-owned software, including screen savers, on court PCs is
generally prohibited. If there is a need for personal software to be loaded on Court equipment,
users must first obtain the approval of the employee’s supervising judicial officer or department
manager and the CSD. If it is approved, the software installation will be supervised by the CSD.
However, static background images, or "wallpaper," are not software and are permissible. Only
court-procured, licensed copies of software should be installed, maintained, and utilized on
court-owned computer equipment. Some of the reasons for this position are:

1. The installation of personal software not procured and installed by the District exposes
our computer resources to the threat of computer viruses.

2. Installing employee-owned software on court PCs may be in violation of software
copyright and licensing agreements. The use of software in violation of licensing agreements
exposes our organization to possible compensatory damages as well as punitive action.

3. Since we have no practical experience supporting these programs, the effect that
employee-owned software may have upon systems components such as network hardware,
operating systems, and PCs is unknown. This makes the task of troubleshooting and supporting
authorized systems software and components more difficult and hampers our ability to provide
timely, quality support.

Copyrighted Software
Copyrighted software must not be reproduced except as permitted by the terms and
conditions of the contract under which it was purchased. All applicable laws must be obeyed and

the use of pirated software is prohibited. All copyrighted software is to be procured, installed and
tested by systems personnel.
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Demonstration Software

To avoid contract violations and to ensure that all software is obtained from legitimate
sources, individual users are not authorized to accept demonstration software. Demonstration or
trial software may only be obtained through normal procurement channels and any such
procurement must be approved and facilitated by the CSD.

AO/Court-Developed Software

AO and court-developed software may be occasionally distributed directly to court
employees by the AO. All AO and court-developed software must be scanned for viruses prior to
installation. The CSD must be contacted prior to installing such software and/or to assist in the
installation.

Public Domain Software

Public domain software refers to programs that are not copyrighted and may be
distributed at no cost. Public domain software must be approved by the CSD and the employee's
supervising judicial officer or department manager. If it is approved, the software media will be
virus scanned and the installation will be supervised by the CSD.

Shareware

Shareware is copyrighted software so there will not be a time when it is acceptable for a
user to install a shareware program on a Court PC or laptop.

U.S. Courts' Hardware on User-Owned Personal Computers/Laptops

In rare cases, installation of a piece of hardware, such as a printer or other USB device,
may be approved by one's supervising judicial officer or department manager for specific work-
related purposes. If this need arises, users must first obtain their supervising judicial officer or
department manager's approval and that of the CSD. When a piece of equipment is borrowed,
information about the borrowed item and the borrower will be recorded by the CSD.

U.S. Courts' Software on User-Owned Personal Computers/Laptops

Some of our U.S. Courts' software licensing agreements will, on a rare occasion, allow
for use on an employee's home computer. The use of software in violation of licensing
agreements exposes our organization to possible compensatory damages as well as punitive
action. Installation and support of allowable U.S. Courts’ owned software on home PCs and
laptops are the responsibility of the user.
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Computer Policies User Agreement Certification

To ensure that you are aware of your security responsibilities and to certify that you have
received the most recent policies and procedures, you will be required to sign the user agreement
that appears at the end of this document. Contact your supervisor, the Human Resource Officer,
or the CSD if you have questions about any part of the policies. The security of our computer
systems requires the vigilance and commitment of each and every network user.

If a need arises to create an exemption to a part of these policies, that user must first
obtain the approval of the supervising judicial officer or department manager and the CSD. If the
exclusion is approved by both parties, any installation or setup procedures will be handled or
supervised by the CSD.
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United States District Court
for the Northern District of Illinois

Computer Policies User Agreement

As a user of computers, peripherals and networks of the United States District Court for
the Northern District of Illinois, I acknowledge my responsibility to conform to the requirements
and conditions established by this document. By participating in the use of the DCN and
Northern District of Illinois networks (“Networks”) and personal computer equipment provided
by the Court, I agree to be subject to and abide by this policy for my use. I understand that willful
violation of the principles and provisions of this policy may result in disciplinary action.

Security

1. Tacknowledge that the DCN, Court networks and other computer resources are designed to be
used for official Court business.

2. T will protect computer equipment (such as the computer unit, monitor, keyboard, scanner,
mouse, and printer) by taking the measures outlined in the sections “Protecting Your Office
Computer” in the Policy on Security.

3. I will ensure that borrowed or assigned computer equipment is physically secure and that it is
transported and used in the proper environmental setting. Further, I will help to ensure that the
CSD or any other lender of Court equipment has recorded the fact that I borrowed the equipment
and [ will return borrowed equipment promptly.

4. T will not attempt to gain access to network or local data for which I am not specifically
authorized. I will not attempt to break into or "hack" any network or computer system.

5. Tacknowledge my responsibility to immediately report to management and the CSD any
contact with individuals in which illegal or unauthorized access is sought to sensitive information
or when I become concerned that I may be the target of actual or attempted exploitation.

6. Tunderstand that all telecommunications and automated information systems are subject to
monitoring to ensure proper functioning, to protect against improper or unauthorized use or
access and to verify the presence or performance of applicable security features or procedures.
Such monitoring may result in the acquisition, recording, and analysis of all data being
communicated, transmitted, processed or stored in these systems by the user. If monitoring
reveals possible evidence of criminal activity, such evidence may be forwarded to law
enforcement personnel. I understand that the CSD, the Seventh Circuit Executive's Office and/or
the Administrative Office of the U.S. Courts may be involved in such monitoring. I expressly
consent to such monitoring.
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7. Tunderstand that I am responsible for keeping secure any documents or files I create that I do
not store on a network server.

8. T'understand that I am responsible for maintaining a reasonably secure network workstation as
stated in “Protecting Your Office Computer.”

9. Iwill change my various passwords as outlined in the Password section of the Security Policy
and will not share my password with others. I will choose passwords that meet the criteria as
outlined in the Password section of the Security Policy.

10. I'will ensure that virus-checking software is running at all times and will report to the CSD
any suspicion of a virus.

11. I will not store personal photos, music or video files on the court’s network drives.
Internet/Intranet

1. Tacknowledge that acceptable use of the public Internet network accessed on behalf of the
U.S. District Court for the Northern District of Illinois is always ethical, reflects honesty, and
shows restraint in the consumption of shared computing resources. It demonstrates respect for
intellectual property, ownership of information, system security mechanisms, and an individual's
right to freedom from harassment and unwarranted annoyance.

2. For security and/or network management reasons, I understand and agree to be subject to the
monitoring of my use of internet services provided by the Court. This monitoring may include
the logging of which users access what Internet resources and “sites.” Users are further advised
that many external Internet sites also log who accesses their resources and may make this
information available to third parties. I will utilize the Internet network to access only files and
data that are mine, which are publicly available, or to which I have authorized access.

3. T'will not utilize the Internet for illegal, unlawful, or unethical purposes or to support or assist
such purposes. Examples of this would be the transmission of violent, threatening, defrauding,

obscene, or unlawful materials.

4. I will not use the Internet to participate in sexually-oriented chat groups, visit sexually explicit
sites, or exchange sexually explicit photographs, email, or files.

5. Twill not utilize the Internet equipment for partisan political purposes or commercial gain.

6. I will not utilize the Internet, e-mail or messaging services to harass, intimidate or otherwise
annoy another person.
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7. Twill not utilize the Internet to disrupt other users, services or equipment. Disruptions include
but are not limited to distribution of unsolicited advertising, propagation of computer viruses,
and sustained high volume network traffic that include streaming of music or videos which
substantially hinders others in their use of the network.

8. Occasional personal use of the public Internet system may be permitted and will be treated
similarly to “local telephone calls”. I will keep the use of the Internet system for personal
purposes, if permitted, to an absolute minimum. Users will exercise discretion in such use and
acknowledge that such use is monitored and traceable to the Court and to the individual user.
Personal Internet usage will be brief, limited, and must not disrupt productivity.

9. Tunderstand that access to the Internet from any Northern District of Illinois site is restricted
to the use of the provided DCN Internet gateways as set forth in IRM Bulletin 97-19.

10. I will take precautions when receiving files via the Internet to protect Court computer systems
from computer viruses. Files received from the Internet should be scanned for viruses using
Court-approved virus scanning software as defined by Court policy.

11. Keeping in mind that Internet e-mail is easily copied or forwarded to anyone in the world
without the original sender's knowledge, I will conduct myself in a professional manner by
refraining from using profanity, obscenities, or other distasteful language in any electronic
communication.

12. T'will not use electronic mail to solicit goods and services which are not directly related to
official business.

Electronic Mail

1. Tunderstand that it is my responsibility to avoid having an excessive amount of messages
saved in Lotus Notes.

2. Tunderstand that employees are not to read other employees' e-mail without prior permission,
and that unauthorized access to information which is not related to an employee’s assigned duties
may result in disciplinary action.

3. I'will minimize Lotus Notes with a password-protect option enabled when leaving my work
area.

4. Tunderstand that electronic mail is not always confidential. I also accept that authorized

personnel on any node between the origin and destination of a message may have to inspect
message contents in order to dispatch stalled deliveries or resolve other failures.
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Hardware and Software Installation

1. Tunderstand that I must ensure that all equipment is returned to the Court in good condition at
the end of my period of employment and I will not take any actions which will jeopardize the
security of the system after my departure. Any loss to court owned computer equipment is the
responsibility of the employee and any insurance refunds will become the property of the court.

2. I'will obey all software copyright laws.

3. Iwill not install any software of any kind on any U.S. Court owned computer and will refer all
needs for software procurement and installation to the CSD. I understand that I am prohibited
from downloading or installing executable software from any source onto the Network or local
drive without prior authorization from management and the CSD. I recognize that I must ensure
that any files or software I am authorized to receive have been subjected to approved virus
protection measures. Finally, I understand the term "software" refers to executables such as AO
distributed utilities, games, screen savers, business applications, shareware, freeware, and
demonstration copies of programs.

4. Excluding speakers and headphones where permitted by a supervising judicial officer or
department manager and the CSD, I will not install any personal hardware on any U.S. Court

owned computers.

5. Tunderstand that support of allowable U. S. Court owned software on home PCs and laptops
is the responsibility of the user.
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United States District Court
for the Northern District of Illinois

Computer Policies User Agreement

I acknowledge my responsibility to conform, to the best of my ability, to the requirements
set forth in this agreement. Failure to comply may result in denial of access to the Network and
Court automation equipment and, if necessary, such violations will be reported to the proper
authorities. I understand that violation of the Court’s policy on Internet/Intranet use may lead to
disciplinary action, including termination. I understand the subject matter discussed in “Policies
Relating to Computer Users” and I agree to abide by that document.

I'understand that failure to sign this acknowledgment will result in denial of access to the
DCN, U.S. District Court for the Northern District of Illinois networks and automation resources.

Name (printed):

Employee’s Signature:

Date:
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